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Assessment of US Federal Government on the Privacy Protection in Big Data Development

Abstract:Data sharing and privacy protection are contradictory to each other in most circumstances. Safeguarding privacy has emerged as one of the key challenges that
restrict the development of big data. The U.S. government released an assessment report on the big data technology in May 2014, and the privacy protection was
analyzed in the report. “Digital exhaust” , massive data needed by “finding a needle in a haystack” , customized online services etc., are all likely to involve personal
information and personal privacy. The measures taken by U.S. government include: taking metadata protection measures, attracting specialized talents, enforcing “third-
party” data management, and ensuring research funding on privacy protection technology. In China, privacy protection is also a challenging problem in the process of
big data technology application. Suggested measures include: starting legislation study on personal privacy protection, improving regulations of using personal data, and
increasing funding support for privacy protection technology research.
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