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摘要摘要摘要摘要： 

针对TPM访问控制机制无法直接应用于虚拟计算、云计算等环境的问题,重点分析TPM内部对象间依赖关系,并结合

虚拟域的安全需求,建立TPM虚拟域安全模型.该模型对TPM对象的访问请求增加了虚拟域的完整性、机密性等安全

约束,解决了多虚拟域环境下的TPM对象的创建、使用、销毁等问题.还进一步对该模型的安全规则进行了相关逻

辑分析,并通过实际原型系统的测试,证明了TPM虚拟域安全模型的实施对可信虚拟平台的性能影响非常小. 
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TPM security model for virtual domains

QIN Yu, LAN Hai-Bo 

State Key Laboratory of Information Security, Institute of Software, Chinese Academy of Sciences, 
Beijing 100080, China 

Abstract: 

Considering that TPM access control mechanism can not be directly applied in virtualization computing, 
we build the security model for virtual domains based on the dependent relationships of TPM objects 
and the security requirements of the virtual domains. We add the security constraints of virtual domain, 
integrity and confidentiality, for the TPM objects' access requests in the model and solve the problems 
about TPM objects creation, usage, and destroy in multiple virtual domains. The logic analysis for the 
security rules in the model are further given in this paper. Through the tests on the prototype system, 
we show that the model has very small performance impact on trust virtualization platform.
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