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Abstract: FTCG
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Considering that TPM access control mechanism can not be directly applied in virtualization computing, bR,

INTZA

we build the security model for virtual domains based on the dependent relationships of TPM objects
and the security requirements of the virtual domains. We add the security constraints of virtual domain, b e DL
integrity and confidentiality, for the TPM objects' access requests in the model and solve the problems } %4 %%

about TPM objects creation, usage, and destroy in multiple virtual domains. The logic analysis for the AT AEE e
security rules in the model are further given in this paper. Through the tests on the prototype system,
we show that the model has very small performance impact on trust virtualization platform. SO
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