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A New Filtering PHF Model to Defend Against DDoS Attacks

LI Yuan, JIN Guang, ZHANG Hui-zhan, CHEN Zheng, QIAN Jiangbo

( Faculty of Information Science and Technology, Ningbo University, Ningbo 315211, China )

Abstract: Distributed Denial of Service (DDoS) attacks have been posing more and more threats to cyber

security. Among many proposed defending techniques, Path Identification (Pi) is a promising DDoS counter-

measure. In the Pi scheme, the victim filters incoming packets based on Pi marks. To defend against DDoS

attacks more efficiently, a new filter model is proposed of combining the Pi mark and the hop count (HC). In the

proposed model, a victim host identifies and screens out malicious packets based on <Pi, HC> pair. The

simulation experiments are conducted on real Internet topology, revealing that the PHF model outperforms the Pi

scheme.
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