FEh{beedt 201137 (2): 160-167  1SSN: 0254-4156 CN: 11-2109/TP

WX RS

— PR HE 2 R AR B ) e M B S

AEpE, BN, A7 4E

1. EFRMFRAR RN Kb 410073

W Hi 2010-7-27 i[RI H#A 2010-10-22 WK R EAHY EZHY

W

LT AT HERE RGN (0 5K 2 A o) 2 — . JT R FEHGH RN 32 O PR 77 R ek
B S, B I SR BN AL B R R A R B, 78 5 I N B RS A SN ) 8 R
BRI T IR At B bR B BEaE L, R B SN S0 I K HER S B R R A B, $RH T
AR DU S HEBT S AL RN YR, B T SR BE X R GEAH G SE 50 SR IR . S 45 IR R R vk
AE RS T A 25 Fh iy W

XEWE EERS LB B
NARKT

iYL= S AL i

An Unsupervised Algorithm for Detecting Shilling
Attacks on

Recommender Systems

LI Cong, LUO Zhi-Gang, SHI Jin-Long

1. School of Computer, National University of Defense Technology,
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Abstract

Shilling attack is one of the significant security problems involved in recommender
systems. Developing detection algorithms against shilling attacks has become the
key to guaranteeing both the preciseness and robustness of recommender systems.
Considering the low degree of unsupervised features the existing algorithms suffer
from, this paper proposes an iterative Bayesian inference genetic detection
algorithm (IBIGDA) through the introduction of the quantitative metric for the group
effect of attack profiles and the corresponding object function for genetic
optimization. This algorithm combines the posterior inference for the adaptive
parameters with the process of attack detection, thus relaxes the dependence of
the detection performance on the relating prior knowledge of the systems.
Experimental results show that this algorithm can effectively detect shilling attacks
of typical types.
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