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基于特洛伊木马攻击的多用户树型量子信令损伤模型及修复策略 

李超, 聂敏 

西安邮电大学 通信与信息工程学院, 西安 710061 

摘要： 

提出了一个多用户量子信令树型传输系统,并详细阐述了信令的传输过程.研究了系统中信令受到特洛伊木马攻击的损伤模型及其修复的

必要性.将量子密钥分发的思想引入量子信令安全的直接通信中,分析了采用非正交量子态,以克服特洛伊木马攻击的问题,从而提高了信

令传输的安全性.对多用户量子信令树型传输系统进行改进,提出了新的广义的多用户量子信令树型拓扑传输模型.研究结果表明,本文所

提出的对多用户信令攻击的修复策略可有效地防止特洛伊木马攻击,从而保证信令传输过程安全有效的进行. 

关键词： 多用户量子信令   信令传输   树型拓扑   特洛伊木马攻击   

Damage Model of Quantum Signaling of Multi-user Based on Malicious Attack and Repair Strategy

LI Chao, NIE Min

School of Communication and Information Engineering, Xi'an University of Posts and Telecommunications, Xi'an 710061, 
China

Abstract: 

A quantum signaling tree transmission system of multi-user is presented, and the transmission process of signaling is 
described. The damage model of Trojan horse attack to signaling in the transmission process and the repair necessity are 
studied. The idea of quantum key distribution is introduced to the safety of quantum signaling in direct communication, and 
non-orthogonal quantum states are analyzed to overcome the problem of Trojan horse attack that will improve the safety 
of the signal transmission. Quantum signaling tree transmission system of multi-user is improved, and a new general 
transmission model of multi-user quantum signaling tree topology is presented.The result shows that repair strategy of 
multi-user quantum signaling transmission system being attacked can effective detect the Trojan horse attack, and 
increases distance of security transmission, to ensure the signaling transmission process safely and effectively.
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