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An improved AODV secure route protocol
LIU Shu-Ming, LIU Jian-Wei, MAO Jian

School of Electronic and Information Engineering, Beijing University of Aeronautics and Astronautics,
Beijing 100191, China

Abstract:

A new scheme for preventing the "black hole attack" is proposed. It tests the destination node and

verifies the node in the reverse direction using control messages and data messages. Nodes check and
locate the black hole and remove it from the net. The intermediate nodes also verify the dubious node

to minimize the damage caused by the black hole attack. Our scheme can effectively prevent the
"black hole attack" and has low network overhead and transmission delay compared to the existing
schemes.
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