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Abstract: This paper constructs a “diamond structure” multicollision with 2K initial values and variant lengths, which is
used to propose a new chosen target forced prefix preimage attack (herding attack) on hash functions with
Strengthening Merkle-Damagard (SMD) construction to find a preimage with 2k+3 blocks. Since the number of the
chaining values available in herding attack is increased, the computational complexity of herding attack is reduced to O
@ K73420/2+k+2y from O(2n-2(k+1) 4 o0/ 2+k+5/2y for k>n/4-1.05.
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