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Abstract

Based on the dlliptic curve discrete logarithm problem, we adopt approaches to combining PKBP (Public-Key
Broadcast Protocol ) with SPAKA (Self-certified Public-key based Authentication and Key Agreement Protocol ) , and
then design amutual authentication and key agreement authentication system used in 3G communications.|ts security is
based on the elliptic curve discrete logarithm problem.Compared with other public-key based authentication protocols,
SPAKA associated with PK BP reduces communicational payloads and Mobile Equipment (ME)  can enforce mutual
authentication with VLR without delivering its public-key certificate to VLR.Besides, the conversation launched by ME
can be monitored in a controllable and legitimate way at required occasions. Thus this scheme that improves the security and
efficiency of authentication system is well suited for supporting globe mobility with low computational loads and secure
communication.
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