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1 Rijndael 21
Qo o|@0.1|A02 |G 3|A0 4| A0 5 Sb bo.o|bo.1|bo2|bos| bos|bos C(X)
ao|aii|aid a;; prfdis ~boX bio|bia 'b'hl bi; lbu bis 41
Ar0|d2,1|022|A23(A2.4|925 bao|ba.1|br2|b23|baa|bas X" +L1.
a30|a3,1|A32|A33|a3.4|A3 5 b30|b3.1|b32|b33|b3.4|b3s C(X) ='03 x3+'01 X2 +'01 x+'02

1 State c(x) x*+1 b(x) = c(x) ®a(x)
yx{ 0|12 |3|4|5]|6|7|8|9|A|B|C|D|E]|F
0(63|7C|77 |7B|F2[6B|6F|C5|30 (01|67 |2B|FE[D7|AB|76
1|[CA[82|C9[7D[FA|59[47|FO0|AD[D4|A2|AF|9C|A4|72|CO b 02 03 01 01 ao
2|B7|FD]| 93 (26 |36|3F|F7|CC|34 |A5|E5[F1|71|D8|31 |15 0
3]04|C7]|23|C3|18|96|05[9A|07 |12 |80 [E2|EB|27|B2|75 bl 01 02 03 Ol a:l
4109|83|2C|1A|1B|6E|5A[A0|52|3B|D6(B3|29|E3|2F |84 =
5]53|D1] 00 [ED[20|FC|B1[5B|6A[CB|BE[39]4A|4C|58 |CF b2 01 01 02 03 a,
6 [DO|EF|AA[FB[43[4D[33|85|45[F9|02|7F|[50|3C|9F |A8
7|51 a3l 40 8F 929038 |F5|BC|B6[DA|21[10|FF[F3[D2 b, 03 01 01 02) {4,
8 |CD|0C| 13 |EC|5F|97|44 (17 |C4|A7|7E[3D|64[5D|19|73
9160|81|4F |DC|22|2A|90(88 |46 |EE|B8[14|DE|5E|0B|DB H
A|E0|32|3A|0A|49]|06|24|5C|C2|D3|AC|[62|91[95|E4|79 State (MIX COIumnS)
B |E7|C8]|37 [6D|8D|D5|4E|A9|6C |56 [F4 |[EA|65[7A|AE|08 4
C[BA|78]25|2E|1C[A6|B4|C6|E8|DD|74 [1F |4B|BD[8B|8A
D|70|3E|B5(66|48|03|F6|0E|61|35(57|B9[86(C1|1D|9E K b_
E|e1|rFslos |11 [69|DolsE|94 9B 1E |87 [E9|CE|55] 28 [DF Ao o|q0,1 5/ Ao 3[Aoa|Gos boo|bo.i [ Z0.7]bo3|boalbos
F|sc|Aa1]|89 [oD|BF|E6|42]|68 |41 |99 |2D|0F [BO[54|BB|16 ayg|ar|ai,j|a,;|aalarst torslbig] D1, bis|bra|bus
0| a2,1 (A, j| 23| A24| G2 5 byo|bai bg_,- ba3|b2a|bas
2 S-box G0l [y ;| 95]934]95 b30| b3 bJ./ b33|b3a|bss
(Subbytes) 4 State
12
State d(x)
0 1 C, (03 x3+'0L x2+'02 x+'02) ®d(x) =
2 C, 3 C, '01d(x)="0B'x3+'0D"'x2+'09 x +'0E" .
C C, G (Np) 14
1. (Round
1 Cy, Cy Cy (Np) key) Bitwise exor State
Np C, C, Cs 5 . Add round key
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. 5 Bitwise exor State
(Shift rows) State
3 2 3 ..
2 Rijndael
4 Np-C1 Np-Co  Np-Cs
2.1 Mix columns
m|n|fo|Pp noshift ym|n|o|p
AES
J k|1 cvclic shift by CII(I) | j [3.4]
| .
dje| f cyclic shift by Clv(2)[ d|e
[ 1
wlx|VY|z cyclic shift l;fy QT*lfz) W X[y
3 State AES

13
State GF(2%)

Mix columns
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0x01
0x02 0x03 . c

State[0,c]=0x02*State[0,c]+0x03*State[1,c]+
0x01*State[2,c]+0x01*State[3,c]
State[1,c]=0x01*State[0,c]+0x02*State[1,c]+
0x03*State[2,c]+0x01*State[3,c]
State[2,c]=0x01*State[0,c]+0x01*State[1,c]+
0x02*State[2,c]+0x03*State[3,c]
State[3,c]=0x03*State[0,c]+0x01*State[1,c]+
0x01*State[2,c]+0x02*State[3,c].

S-box
Mix columns
2.2 g
2
(6]
)
1 128
10 128x(10+1)=1 408
2 (Expanded key).
®)
1 N, 2
Nb
221
1 4
WIN, x (N, +1)] N,
(Cipher key). N,
2 N, <6
N, >6
N, =6

Key expansion(byte key[4><NK] word W[Nb><

(Nr+1)])
{
for(i=0; i < Nk; i++)
WI[i]=(key[4xi], key[4xi+1], key[4xi+2],
key[4xi+3]);
for(i=NKk; i < Nbx(Nr+1); i++)

temp=WI[i-1];

if (i % Nk ==0)

temp=Subbyte(Rotbyte(temp)) *
Rcon[i / NK];

WI[i]=WI[i NK]~temp;

Subbyte(W) 1 4
S-box
. Rotbyte(W)

N, 6
Key expansion(byte key[4xNKk] word W[Nbx
(Nr+1)])
{
for (i=0; i < NK; i++)
W[i]=(key[4xi], key[4xi+1], key[4xi+2],
key[4xi+3] );
for (i=NK; i < Nbx(Nr+1); i++)

temp=W[i 1];

if (1 % Nk ==0)

temp=Subbyte(Rotbyte(temp)) "
Rcon[i / NK];

else if (i % Nk == 4)

temp=Subbyte(temp);

WIi]=W[i Nk]~temp;

¥
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2 N, =6 (i- Random (n, m, seed, a, b)
4) N, WI[i-1] Subbyte {
Exor. r0=seed
Rcon[i]=(RC[i],“00°,*007,“00) for (i=1; i=n; i++)
RC[0]="01" RC[i1=x(RC[i —1]) = x"™ ri=(a*ri  1+b)modm
}
RC[i] = randrom[] (RC[i —1]) = x| seed
222 m 2w w
i a 0.0lw  0.99w
W[Np*i]  W[Np*(i+1)] 6 n (1-12).
Lo e s [ [ ] [ o] ] o s o - | rand[1] .
| Roundkey0 | Roundkeyl! [ - |
6
Rijndael
Nk
seed
(Digital time-
stamp)
(
)
3
?
Rijndael Sonet
ATM
DES
IPSec SSL ATM IEEE
802.11i AESJI3 2
RC[I]
I AES
rand[1]
RC[171= (RC[I —1]) - random(k) Rijndael
k I

random(k)
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Optimization Study of Rijndael Algorithm

LIU Li'? HE Jia-ming*?, LIU Tai-jun*?, ZENG Xing-bin**

( 1.Communication Technology Institute, Ningbo University, Ningbo 315211, China;
2.Faculty of Science and Technology, Ningbo Institute of Education, Ningbo 315010, China;
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Abstract: Through analyzing the algorithm of Rijndael, some technical points are made in this paper with

respect to improving several steps which may incur potential risks. By optimizing the most vulnerable

MixColumns, the multiplication in field is replaced with using look-up tables so the security of nonlinearity is

enhanced. In regard to creating the sub-key, instead of utilizing the simple linear selection as used in the original

algorithm, this paper introduces the random function to generate and choose the keys so that the attacks of linear

cryptanalysis can be resisted much more effectively.
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