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Design and research of DES against power analysis attacks based on FPGA
WEN Sheng-jun, ZHANG Lu-guo

Institute of Electronic Technology, the PLA Information Engineering University, Zhengzhou 450004,
China

Abstract

Aimed at the DES design method against power analysis attacks mentioned in reference[1], animproved oneis
proposed.Compared with the method of reference[1], it has the same ability against the power analysis attacks.By
analyzing the improved algorithm in theory, it isapplicable for this method to make use of in the process of most of
cipher algorithm’s design and implementation against power analysis attacks.The improved algorithm, while implemented
based on FPGA, can not only save about eighty percent hardware storage resources, but also keep the operation ratein
the same time.
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