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Hybrid model of alert correlation based on attack graph and alert similarity bOCEE R
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Abstract: In order to reveal logic attack strategy information from alarms generated by intrusion b AR

detection system and reconstruct attack scenario, a hybrid model of alarm correlation was proposed, b i
which was based on attack graph and alert similarity analysis. This model combined the advantages of b R AL
attack graph and alert data analysis. First of all, it described the causal relationship between alarms, QS %t

according to the initial attack graph defined by the prior knowledge of intrusion attack. Afterwards, it S
9 grap y e b ¢ AR AEE I

used the similarity analysis of the alert data to repair the defects of the initial attack graph. And then it

1/,
implemented alert correlation. The experimental results show that the model can not only recover attack P RER
scenario but also be able to fully repair the attack graph in the absence of a single attack step. b 15
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