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Abstract

Re-encryption is an approach for RFID security, which periodically renamesthe tagsin order to avoid tag tracking.Re-
encryption demands that the name of tag isrewriteable, so the adversary can swap two valid names of tags, forming
swapping attack.Defending swapping attack is still an un-solved problem in re-encryption with the difficulty of keeping
anonymity and anti-swapping simultaneously.The paper promotes a swapping defending algorithm in re-encryption under
the «attack-invalid” model, and realizesthe ID anti-swapping and public-key anti-swapping, and gives proof.The tag
requires a hardware multiplier, andit’ sapplicable with the current RFID chip technology.
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