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Solution of anti-replay attack in TPM
ZHOU Yajie, CHEN Ping, ZHANG Jing-wei, GUAN Huan-mei

Computer Center, Wuhan University, Wuhan 430072, China

Abstract

The Trusted Platform Module (TPM ) isthe core of the the trusted computing technology.The trusted computing
platforms need to be verified trustful by functionality of identity, measurement, protected storage of the
TPM.However, the people take more care of the realization and exploitation of the TPM than the security of the TPM
itself and this hampers the application of the TPM in the security technology.We prove that the object-independent
authorization protocol is exposed to replay attack and propose a countermeasure to avoid this attack.
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