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TCP/IP审计数据缩减技术在入侵检测中的可行性研究 
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摘要 
目前的一些入侵检测系统是利用网络层的TCP/IP数据包里的特征进行分析建模，但TCP/IP的特征属性对检
测过程的贡献不同，因而如果能够在不影响检测准确性的前提下，适当缩减特征属性的数量，那么对于提
高IDS的检测率和实时性势必产生有益的影响，鉴于此该文提出基于决策树的规则统计方法(DTRS)来缩减
TCP/IP的特征属性。它的基本思想是通过在n个子数据集上建立n棵决策树，提取其中的规则，根据特征属
性使用频度的不同，计算出相对重要的属性，并通过实验验证了其可行性和有效性。 
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Research on the Feasibility of TCP/IP Feature Reduction for 
Intrusion Detection 
Tian Jun-feng, Wang Hui-ran, Fu Yue

Institute of Network Technology, Hebei University, Baoding 071002, China

Abstract
At present some Intrusion Detection Systems (IDS) use the features of TCP/IP data 
packets for analysis and modeling, but due to the different contribution of TCP/IP 
features to the detecting process a favorable impact may be made on the promotion of 
IDS’s detecting rate and real time if the quantity of properties can be reduced properly 
without affecting the precision of detection. Therefore, a Decision Tree Rule-based 
Statistical method (DTRS) in light of this is presented to reduce TCP/IP features. Its 
primary concept is to create n decision trees in n data subsets, extract the rules, work 
out the relatively important features in accordance with the frequency of use of 
different features and verify its feasibility and effectiveness through tests. 
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