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摘要  针对Windows系统入侵检测的不足，研究并借鉴Linux下基于系统调用序列进行入侵检测的方法，提出一种
采用BP神经网络算法对Windows Native API序列学习和分类的内核级主机入侵检测方案。通过实验，验证了采用
Windows Native API序列进行系统入侵的可行性。Native API是Windows系统内核模式下的API，可以类比于Linux
下的系统调用。通过训练神经网络学习Native API序列，建立一个对正常和异常Native API序列进行分类的BP神
经网络。在入侵检测时，利用训练后的神经网络对不断出现的Windows Native API 序列进行分类，判断系统是否
出现异常入侵。 
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  Abstract
  Considering the shortcomings of Windows system intrusion detection and the advantages of the Linux system intrusion 
detection based on the sequence of the system call，a kernel-level host intrusion detection program based on the BP neural 
network algorithm to study and classify the sequence of Windows Native API is proposed in this paper.Experiment results 
prove that the sequence of Native API can be used for intrusion detection.Windows Native API means the kernel model 
API，which is similar to the Linux system call.The neural network is trained to learn the normal and abnormal sequence of 
Native API.In the intrusion detection，use the trained neural network to classify the emerging Native API sequence，and 
find whether the intrusion happens.

Key words   intrusion detection   Windows Native API   BP neural network   

DOI:   

 

 通讯作者 朱莺嘤 zy.2@163.com   


