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一种安全高效的RFID双边认证协议 

王立斌 马昌社 王涛 

华南师范大学 华南师范大学 华南师范大学  

摘要： 

无线射频识别（RFID）技术是一种应用于开放系统环境下的对象自动识别技术，在物流、制造、零售等多种领域

中具有广阔的应用前景。如何设计适合于RFID系统的安全、高效的认证协议是RFID技术得以广泛应用的关键。提

出一种新型RFID双边认证协议，给出了详细的协议描述。通过与相关协议的比较表明，该协议是一种安全高效、

具有强隐私性的认证协议。 
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Secure and efficient RFID mutual authentication protocol

Abstract: 

Radio Frequency IDentification (RFID) is an automatic technology for identification of objects in the open 
system environment. The technology currently offers a wide range of application prospects in logistics, 
manufacturing, retail and many other areas. Thus how to design secure and efficient authentication 
protocols for RFID systems is a fundamental issue. In this paper, a novel RFID mutual authentication 
protocol that utilized a keyed hash function and synchronized information was proposed. We described 
the protocol in detail and discussed the related protocols. The results show our protocol has the 
advantages in security and efficiency.
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