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Intrusion detection model for RFID system based on immune network

Abstract:

It is very hard to develop encryption technology used in cheap Radio Frequency ldentification (RFID)

tags. In this paper, intrusion detection, as a new methodology, was adopted to create security model for

RFID system. By analyzing typical security attacks on RFID systems, and based on artificial immune
network, a solution to extract intrusion characteristics and to identify intrusion was proposed. A self-
adaptive intrusion detection model for RFID system was designed. The model can enhance the defense
capabilities of RFID systems by cooperating with encryption technology, but has no need to amend the
technical standards of RFID. Stimulation results prove that the mistake rate and miss rate of the model
are fairly low.
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