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I mproved method of enhancing EAP-AKA protocol security
ZHANG Yan, WANG Ze

Department of Computer Technology and Automation, Tianjin Polytechnic University, Tianjin
300160, China

Abstract

An improved method is proposed in order to solve problems of EAP-AKA protocol.It implements mutual authentication
between 3G networks and WLAN access networks by adding shared keys, which can be proved through strand space
model and authentication test, the protection to IMS| by transmitting the encrypted NAI and the secure updating of
shared keys between users and 3G networks by introducing key updating strategy.
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