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The new Internet key exchange protocol (IKEv2) is analyzed, and it is found that the protocol can not F BT E

achieve active identity protection to the initiator and has the security flaw of authentication failure in its ASCAEF AL 2

initial exchange. However, it is necessary to protect the identity information to the initiator under the T
o
environment of a wireless access network. In this paper, a novel key exchange protocol for the wireless ST

network based on IKEv2 initial exchange is proposed, which realizes active identity protection to the b EPRAL

initiator by the responder explicitly proving his true identity, and achieves successful authentication by b BT E

reconstructing the authentication payload. With the Universally Composable (UC) security model, this b I g

new protocol is analyzed in detail, with the analytical results showing that it affords provably UC security.

Performance analysis and simulation results show that the proposed protocol has less computation and
communication overhead. Article by Peng,Q.Q
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