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摘要  基于块的数字视频编码一般包括运动估计、残差块变换和熵编码三个阶段。针对传统的视频加密方案——
对第二阶段中的残差变换系数进行的加密，提出了一种基于H.264 CAVLC熵编码的视频加密方案，该方案充分利用
了流密码加密简单、运算快的优点，将加密过程置于视频编码的第三个阶段。理论分析和实验结果表明，该方案
具有较高的安全性和较低的计算复杂度，加密运算不改码流结构，加密后的视频仍具有可操作性，不影响压缩性
能，且可以根据应用需求进行分级加密，具有很大的灵活性。  
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  Abstract
  Block-based digital video encoding generally includes motion estimation，residual transformation and entropy 
encoding.Considering the traditional video encrypting schemes encrypt the coefficients of residual transformation，a new 
video encrypting scheme based on H.264 CAVLC entropy coding is proposed in this paper.The proposed scheme makes 
the best of the advantage of stream cipher，and the process of encrypting is occurred in entropy encoding.Theory analysis 
and experiment show that this scheme has good security and low complex.Furthermore，it has very limited impact on the 
compact ratio.The proposed scheme is flexible，and it has three levels，which can be adequate for various applications.
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