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Public key based mutual authentication protocol for RFID system
ZHANG Heng-shan, GUAN Hui-sheng, HAN Hai-giang

School of Information Science & Engineering, Lanzhou University, Lanzhou 730000, China

Abstract

The RFID system has become one of the most important applications.However, thistechnology may suffer from some
security threats, such assecrecy, location privacy, forward secrecy, replay attack, etc.A good way to provide
security for RFID system is devising authentication protocol A new mutual authentication protocol for RFID systemis
proposed. The authentication protocol based on public key cryptography has more security than the symmetric encryption
based protocol and the hash function based protocol in RFID system.The NTRU is amore efficient public key
cryptosystem, and it suits for the RFID system, so the proposed authentication protocol has adopted the NTRU public
key cryptosystem.Then the security and performance of this protocol are discussed.The result shows that this protocol
has provided good security for RFID system, more privacy for users, and has a nice performance.
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