P.0.Box 8718, Beijing 100080, China Journal of Software Mar. 2005,16(3):453-461

E-mail: jos@iscas.ac.ch ISSN 1000-9825, CODEN RUXUEW, CN 11-2560/TP
http://www.jos.org.cn Copyright © 2005 by The Editorial Department of Journal of Software

An Adaptively Secure Distributed Key Generation Scheme Against
General Adversary without Erasure

HE Yun-Xiao, LI Bao, Ll Ke-Wei

Full-Text PDF  Submission Back

HE Yun-Xiao, LI Bao, LU Ke-Wei,

(State Key Laboratory of Information Security, Graduate School, The Chinese Academy of Sciences, Beijing 100039, China)

Authors information: HE Yun-Xiao was born in 1979. He is a graduate student at Graduate School, the Chinese Academy of Sciences.
His current research areas are secure multi-party computation and zero-knowledge proof. LI Bao was born in 1962. He is a professor at
Graduate School, the Chinese Academy of Sciences. His current research area is information security. LU Ke-Wei was born in 1970. He is
an associate professor at Graduate School, the Chinese Academy of Sciences. His current research areas are secure protocols and proof of
security.

Corresponding author: E-mail: HE Yun-Xiao, heyx@ustc.edu, heyx97@yahoo.com

Received 2003-12-25; Accepted 2004-05-04

Abstract
Transformation of the widely used Pedersen's Verifiable Secret Sharing (Pedersen-VSS) to Pedersen-VSS-General secure against general
adversary is first presented. Then a misunderstanding about the use of zero-knowledge (ZK) proof in the DL-Key-Gen scheme proposed by
R. Canetti etc. is pointed out, and an improvement to it is made. An adaptively secure distributed key generation scheme against general
adversary without the assumption of erasure is developed. A detailed black-box simulator for the security proof of the proposed scheme is
also given.
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