P.0.Box 8718, Beijing 100080, China Journal of Software Sept 2003,14(9):1645-1651

E-mail: jos@iscas.ac.ch ISSN 1000-9825, CODEN RUXUEW, CN 11-2560/TP

http://www.jos.org.cn Copyright © 2003 by The Editorial Department of Journal of Software
£ N A NV
TR K B 56 Ik Bp i

ARTRL, W B, TS, AR

Full-Text PDF Submission Back

ARVRINL,3, B B2, B OSL, AL 1CPEEFARE THEECRBESIN AL 100080)2(HH ERFEBE BATHTSTT, AL 100080)3(1E A i L
W25 545 E 2 Bn, Ak 100029)

SR ARPRIM(1976—), 55, T R AN 1L, FE BT R B K ETROR.

BLRA N 405 Telephone: 86-10-82990356, E-mail: zxx@mail.nisac.gov.cn

Received 2003-01-10; Accepted 2003-03-13

Abstract
Watermark technology has been developed to tackle the problem of unauthorized copying and distribution of digital data. Several different

schemes have been proposed in the last few years, but most of them are symmetric, i.e., the key used for watermark embedding is just
the same used for watermark detection. However, in many applications, an asymmetric scheme is needed, where the secrete information
used to detect the watermark is not enough to modify, counterfeit or remove the watermark. In this paper, some watermark verification
protocols based on bit commitment and zero knowledge proof are proposed. The ownership prover insert the watermark into the host
signal using symmetric watermark technology based on spread spectrum. The watermark detect key is sent to the verifier hiding in bit
commitment. By the interactive protocol between the prover and the verifier, the verifier can extract the embedded watermark, but he can
not modify, counterfeit or remove it. Protocols are proposed to verify one watermark bit and several watermark bits respectively. Those
protocols can be used to verify the watermark information inserted into image, audio and video using spread spectrum watermark

technology.
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