T 515 R 2E4R 2009 31 (11): 2738-2743  I1SSN: 1009-5896 CN: 11-4494/TN

w3

=R BN T ZH I T Bloom Filterfifig k% H &0 35 7 9T
w gD, @, 2 @O, paoR®, s @

Oeh A EAR KB T TR ESEERS R A1 230027; O E i FAHEER A T B5AF T 1%
050081

e ks H i 2008-12-1 &R H ] 2009-4-28 M 4% i % A H 3] 2009-11-17  #:52 H 1)

il 22

PSR REL T S Py T — R TBloom £ilter Pl MRS IAE H G LKy k. @ rikaT2ead ik h 5
() BIAT 00 S DU R, 7R T Rk (KBloom £1lterfFldity, AR RAEE B AR A — I 1) P A7
SELENAF T 4R ST 7002 AR U LIRSS A IOER AN BE A A% 0 99 20¢ 8t b 43 Bk T i o
RINFEL SN, HTEESE SO E AR AR I A) o SO IR AHR S HU b PR T T BB 00T, IS b
I T AG IR SRS (K AE it T8 LU R A R LA 28, 7 SR AT AR AR TR /N AR iR e, A it —
P I SEBR 2 B PR T BB -

Ko fEdERr HSidsk  Bloomfilter MEACRAE

3 TP393

Study of Probabilistic L ogging Based on Bloom Filter for Source
Tracing

Xue Kai—ping®, Hong Pei-lin®, Guo Chan®, Lu Han-cheng®, Luo Lian-he®

®Department of Electronic Engineering and Information Science, University of Science

and Technology of China, Hefei 230027, China; @The 54th Research Institute of China
Electronic Technology Group Corporation, Shijiazhuang 050081, China

Abstract

This papar presents a probabilistic logging scheme based on Bloom filter for source
tracing. The scheme makes probabilistic sampling of all packets through each router,
and uses efficient Bloom filter for storage. The sampling information can stored in
memory, which make it easier to find. This paper introduces first the concept of source
locating server. Besides forwarding packets, the routers in the core network only need
probabilistic sampling of packets. In addition, this paper gives theoretical analysis of
the choice of the relevant parameters. In theory, This paper analyzes the cost of
storage in probabilistic logging scheme and the validity of source location. The
proposed scheme has the characteristics of small storage costs and high efficiency,
which provides a theoretical basis for further actually deplyment.
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