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Abstract 
In decentralized peer-to-peer file-sharing networks, due to the anonymous and self-organization nature of peers, they have to manage the 
risk involved with the transactions without prior knowledge about each other's reputation. SWRTrust, a global trust model, is proposed to 
quantify and to evaluate the trustworthiness of peers, which includes a mathematical description and a distributed implementation. In 
SWRTrust, each peer is assigned a unique global trust value, computed by aggregating similarity-weighted recommendations of the peers 
who have interacted with it. Previous global trust models are based on the assumption that the peers with high trust value will give the 
honest recommendation. This paper argues that this assumption may not hold in all cases. Theoretical analyses and experimental results 
show that SWRTrust is still robust under more general conditions where malicious peers cooperate in an attempt to deliberately subvert the 
system, converges more quickly, and decreases the number of inauthentic files downloaded more effectively than the previous models. 
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摘要 
在诸如文件共享等无中心的Peer-to-Peer网络中,对等节点具有匿名性和高度自治的特点,并且由于缺乏对与之交互的节点的可信程度的知识,节
点需应对交互过程中可能出现的威胁.提出了一种基于节点评分行为相似度加权推荐的peer-to-peer环境下的全局信任模型(简称SWRTrust),用
于量化和评估节点的可信程度,给出了模型的数学表述和分布式实现方法.已有的全局信任模型建立在信任值高的节点其推荐也更可信这个假

设基础上,SWRTrust对该假设的合理性提出了质疑.分析及仿真实验结果表明,SWRTrust较已有模型适用于遏制更广泛类型的恶意节点攻击,在

迭代的收敛速度和网络中的成功下载率等性能指标上有较大提高.  

基金项目：Supported by the National Natural Science Foundation of China under Grant No.60373021 (国家自然科学基金) 
References:   
[1] Gnutella. http://www.gnutella.com/ 
[2] Kazaa. http://www.kazaa.com/ 
[3] VBS.Gnutella Worm. http://securityresponse.symantec.com/avcenter/venc/data/vbs.gnutella.html 

P.O.Box 8718, Beijing 100080, China Journal of Software,  Jan.  2007,18(1):157-167

E-mail: jos@iscas.ac.cn ISSN 1000-9825,  CODEN RUXUEW,  CN 11-2560/TP

http://www.jos.org.cn  Copyright © 2007 by Journal of Software



[4] Liang J, Kumar R, Xi Y, Ross K. Pollution in P2P file sharing systems. In: Makki K, Knightly E, eds. Proc. of the IEEE Infocom 2005, Vol.2. 
Miami: IEEE Press, 2005. 1174-1185. 
[5] Saroiu S, Gummadi PK, Gribble SD. A measurement study of P2P file sharing systems. In: Kienzle MG, Shenoy PJ, eds. Proc. of the 
Multimedia Computing and Networking 2002 (MMCN 2002). SPIE Press, 2002. 
http://www.cs.washington.edu/homes/gribble/papers/mmcn.pdf 
[6] Buragohain C, Agrawal D, Suri S. A game theoretic framework for incentives in P2P systems. In: Shahmehri N, Graham RL, Carroni G, 
eds. Proc. of the 3rd Int'l Conf. on Peer-to-Peer Computing (P2P 2003). Los Alamitos: IEEE Press, 2003. 48-56. 
[7] Shi WM, Yang HF, Wu YS, Sun X. Numerical Analysis. 2nd ed., Beijing: Beijing Institute of Technology Press, 2004. 91-93 (in Chinese). 
[8] Xiong L, Liu L. PeerTrust: Supporting reputation-based trust for peer-to-peer electronic communities. IEEE Trans. on Knowledge And 
Data Engineering, 2004,16(7):843-857. 
[9] Kamvar SD, Schlosser MT, Garcia-Molina H. The eigentrust algorithm for reputation management in P2P networks. In: Bakonyi P, 
Hencsey G, et al., eds. Proc. of the 12th Int'l World Wide Web Conf. Budapest: ACM Press, 2003. 640-651. 
[10] Dou W, Wang HM, Jia Y, Zou P. A recommendation-based peer-to-peer trust model. Journal of Software, 2004,15(4):571-583 (in 
Chinese with English abstract). http://www.jos.org.cn/1000-9825/15/571.htm 
[11] Altman J. PKI security for JXTA overlay networks. 2003. http://www.jxta.org/docs/pki-security-for-jxta.pdf 
[12] Golle P, Leyton-Brown K, Mironov I. Incentives for sharing in peer-to-peer networks. In: Wellman MP, Shoham Y, eds. Proc. of the 3rd 
ACM Conf. on Electronic Commerce. New York: ACM Press, 2001. 264-267. 
[13] Dou W. The research on trust-aware P2P topologies and constructing technologies [Ph.D. Thesis]. Changsha: National University of 
Defense Technology, 2003 (in Chinese with English abstract). 
[14] Deng AL, Zhu YY, Shi BL. A collaborative filtering recommendation algorithm based on item rating prediction. Journal of Software, 
2003,14(9):1621-1628 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/14/1621.htm 
[15] Zeng C, Xing CX, Zhou LZ. Similarity measure and instance selection for collaborative filtering. In: Bakonyi P, Hencsey G, et al., eds. 
Proc. of the 12th Int'l World Wide Web Conf. (WWW 2003). New York: ACM Press, 2003. 652-658. 
[16] Stoica I, Morris R, Karger D. Chord: A scalable peer-to-peer lookup service for Internet applications. Technical Report, MIT, 2002. 
http://pdos.csail.mit.edu/chord/ 
[17] Hazel S, Wiley B. Achord: A variant of the chord lookup service for use in censorship resistant peer-to-peer publishing systems. In: 
Proc. of the 1st Int'l Workshop on Peer-to-Peer Systems (IPTPS 2002). Cambridge, 2002. http://www.cs.rice.edu/Conferences/IPTPS02/ 
[18] Schlosser MT, Condie TE, Kamvar SD. Simulating a file-sharing P2P network. In: Proc. of the 1st Workshop on Semantics in P2P and 
Grid Computing (SemPGRID 2003). Budapest, 2003. 69-80. http://www.isi.edu/~stefan/SemPGRID/ 
[19] Goel S, Robson M, Polte M, Sirer EG. Herbivore: A scalable and efficient protocol for anonymous communication. Technical Report, 
TR2003-1890, Department of Computing and Information Science, Cornell University, 2003. 
附中文参考文献: 
[7] 史万明,杨骅飞,吴裕树,孙新.数值分析.第2版,北京:北京理工大学出版社,2004.91-93. 
[10] 窦文,王怀民,贾焰,邹鹏.构造基于推荐的Peer-to-Peer环境下的Trust模型.软件学报,2004,15(4):571-583. http://www.jos.org.cn/1000-
9825/15/571.htm 
[13] 窦文.信任敏感的P2P拓扑构造及其相关技术研究[博士学位论文].长沙:国防科学技术大学,2003. 
[14] 邓爱林,朱扬勇,施伯乐.基于项目评分预测的协同过滤推荐算法.软件学报,2003,14(9):1621-1628. http://www.jos.org.cn/1000-
9825/14/1621.htm 


