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Abstract: Since the nodes of WSNs are always deployed on the outside, nodes are easy to be captured. The traditional
detection approaches of capture attack can be categorized as approaches based on time of absence and approaches based
on passive intrusion detection. The former requires extra communication cost, and the latter needs to carry on the statis-
tical analysis of the whole network signal strength. In this paper, the qualitative and quantitative uncertainty conversion
ability of cloud model is used to evaluate the signal strengths among WSN nodes real-time. Normal cloud models are
built based on the evaluation. The qualitative judgments of nodes are made, and the capture attacks in WSNs can be
detected in time. Simulation results show that, this method can greatly improve the detection accuracy, and that the false
alarm rate is low.
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Figure 3. Contribution of drops in different area
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