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Abstract 
This paper aims at proposing an approach that can detect feature interactions through patterns analysis. The basic idea is to extract the 
common conflict patterns from the known feature interactions and reuse them to detect the unknown ones. With this approach, the 
conditions for conflicts are described using a set of predicate formulae and the system model is specified in Java language. With the aid of 
an external tool, all the execution scenarios can be systematically explored. During the execution of the system model, all the feature 
behaviors will be collected and analyzed. Once a conflict condition is satisfied, a conflict report is produced. The approach has been applied 
to an E-mail system. The experimental results show that the approach can effectively detect feature interactions, both the known and the 
unknown, after handling more than 1 million execution scenarios. 
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摘要 
旨在提出一种基于模式分析的特征交互检测方法,其基本思想在于从已知的交互中提取具有共性的冲突模式,并以之检测新的特征交互.该方法

使用一组谓词公式描述交互发生的条件,使用Java语言对系统建模,借助于一个外部工具,系统模型可以遍历所有的运行场景.在模型运行期间,所
有特征的行为将被收集和分析,一旦发现某个交互的条件得到满足,即产生冲突报告.该方法被用于一个E-mail系统的分析.实验结果显示,在处理

了超过100万个运行场景后,该方法能够有效地检测出已知和未知的特征交互.  

基金项目：Supported by the National Natural Science Foundation of China under Grant Nos.60233010, 90412011 (国家自然科学基金); the 
National Grand Fundamental Research 973 Program of China under Grant No.2005CB321805 (国家重点基础研究发展规划项目(973)) 
References:   
[1] Hall RJ. Feature interactions in electronic mail. In: Calder M, Magill E, eds. Feature Interactions in Telecommunications and Software 
Systems VI. Amsterdam: IOS Press, 2000. 67-82. 
[2] Cameron EJ, Griffeth ND, Lin YJ, Nilson ME, Schnure WK, Velthuijsen H. A feature interaction benchmark for IN and beyond. In: Bouma 
LG, Velthuijsen H, eds. Feature Interactions in Telecommunications Systems II. Amsterdam: IOS Press, 1994. 1-23. 
[3] PBX vulnerability analysis. 2000. http://csrc.nist.gov/publications/nistpubs 

P.O.Box 8718, Beijing 100080, China Journal of Software,  April  2007,18(4):796-807

E-mail: jos@iscas.ac.cn ISSN 1000-9825,  CODEN RUXUEW,  CN 11-2560/TP

http://www.jos.org.cn  Copyright © 2007 by Journal of Software



[4] Lennox J, Schulzrinne H. Feature interaction in internet telephony. In: Calder M, Magill E, eds. Feature Interactions in 
Telecommunications and Software Systems VI. Amsterdam: IOS Press, 2000. 38-50. 
[5] Nakamura M, Leelaprute P, Mtsumoto K, Kikuno T. On detecting feature interactions in the programmable service environment of 
internet telephony. Computer Networks, 2004,45(5):605-624. 
[6] Rinard M, S-lcianu A, Bugrara S. A classification system and analysis for aspect-oriented programs. In: Taylor RN, Dwyer MB, eds. Proc. 
of the 12th ACM SIGSOFT Symp. on the Foundations of Software Engineering (FSE). New York: ACM Press, 2004. 147-158. 
[7] Zhang C, Jacobsen HA. Resolving feature convolution in middleware systems. In: Vlissides J, Schmidt D, eds. Proc. of the 19th Annual 
ACM SIGPLAN Conf. on Object-Oriented Programming, Systems, Languages, and Applications (OOPSLA). New York: ACM Press, 2004. 188-
205. 
[8] Bruns G. Foundations for features. In: Reiff-Marganiec S, Ryan MD, eds. Feature Interactions in Telecommunications and Software 
Systems VIII. Amsterdam: IOS Press, 2005. 3-11. 
[9] Calder M, Kolberg M, Magill EH, Reiff-Marganiec S. Feature interaction: A critical review and considered forecast. Computer Networks, 
2003,41(1):115-141. 
[10] Visser W, Havelund K, Brat G, Park S, Lerda F. Model checking programs. Automated Software Engineering Journal, 2003,10(2):203-
232. 
[11] Tsang S, Magill EH. Learning to detect and avoid run-time feature interactions in intelligent networks. IEEE Trans. on Software 
Engineering, 1998,24(10):818-830. 
[12] Calder M, Miller A. Generalising feature interactions in email. In: Amyot D, Logrippo L, eds. Feature Interactions in 
Telecommunications and Software Systems VII. Amsterdam: IOS Press, 2003. 187-204. 
[13] Li H, Krishnamurthi S, Fisler K. Verifying cross-cutting features as open systems. In: Soffa ML, Griswold W, eds. Proc. of the 10th ACM 
SIGSOFT Symp. on the Foundations of Software Engineering (FSE). New York: ACM Press, 2002. 89-98. 
[14] Java pathfinder. 2005. http://javapathfinder.sourceforge.net 
 


