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摘要摘要摘要摘要： 

为了改善入侵检测系统的性能，常采用特征提取的方法精简初始数据，以减轻系统的处理负荷，提高检
测速度。本文首先采用粗糙集理论对入侵检测系统进行了形式化描述，以信息熵作为测度对连续数值属
性进行离散化，使用知识约简对入侵检测的属性特征进行提取，通过信息增益控制属性特征的约简过
程，有效剔除了冗余特征，减少了系统的处理负荷，提高了系统的检测时效。实验证实所提出的方法使
系统对于PROBING、DoS等典型攻击的训练时间分别缩短2.8和3.2倍，而检测速度分别提高3.3和3.8
倍。 
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Research on an Intrusion Detection Method Based on Rough Sets

SHI Zhi cai，，，，XIA Yong xiang 

（School of Electronic and Electrical Engineering, Shanghai University of Engineering 
Science,Shanghai 201620，China） 

Abstract: 

In order to improve the performance of intrusion detection systems, the initial data are 
usually preprocessed by feature extraction so as to reduce the payload of the system 
and increase its detection speed. At first the rough set theory is used to give a formal 
description to the intrusion detection systems. Information entropy is applied to the 
discretization of continuous numerical attributes. Attribute features for intrusion 
detection are extracted by knowledge reduction. Information gain is used to control the 
reduction procedure of attribute features. The redundant features are eliminated 
effectively. The processing payload of the system is reduced and its detection effect is 
improved. The experiments justify that the proposed method makes the training time of 
the system to typical attacks for DoS and PROBING is reduced by 2.8 and 3.2 times. The 
detection speed of the system for two attacks is increased by 3.2 and 4.5 times. 
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