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Detection and Classification of “Non-self” in Sand Box of GECISM

ALK AR 5T LA B

Abstract

Sand box is amain component of agentsin GECISM. The structure of detection and classification of “non-self” in sand
box isintroduced in detail. The concept of system call related to security is defined, and sequence library and rule library
are built by training short sequences of system call related to security. Then «non-self” can be detected and classified,
and the distributing of different typesof “non-self” intesting program is discussed. The experiment verifies the
feasibility and effectiveness of this method.
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