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Method to detect leaks of use case in security requirement analysis
LI Xiao-hong, WANG Xiang-yu, FENG Zhi-yong

College of Computer Science and Technology, Tianjin University, Tianjin 300072, China

Abstract

A method based on attack patternsis proposed to help software designers to detect the leaks of use cases in the original
designed use case diagram.Then some feasible mitigations can be expected. The method, based on the formulation of use
cases, takes misuse cases as the specia attributes of use case which are concerned to security. The information involved
potential misuse case is supposed to be got from the interaction with customer.On this basis, the misuse-point can be
calculated. The comparison between the misuse-point of target use case and the ones of defined attack patterns can justify
whether the target use case is related to certain misuse cases or attack patterns.Thus the possible leaks of use cases will be
exposed.Further, the feasible mitigations turn to be available.
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