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基于颜色梯度矩阵的通用型RGB图像隐写分析
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摘要： 针对隐写所导致的RGB彩色图像颜色梯度的改变，提出一种基于颜色梯度矩阵的RGB图像隐写分析算法。

算法计算RGB图像颜色梯度方向矩阵及梯度和矩阵，提取梯度能量、梯度均值、梯度方差、梯度熵等16维向量构

造隐写分类特征，采用支持向量机（SVM）分类器进行隐写判别。实验结果表明，该算法可以较为准确地检测彩色

图像JSteg、F5、OutGuess、Steghide、MB1等隐写，适用于RGB图像隐写的检测，具有较好的通用性 
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Universal steganalysis for RGB images based on color gradient matrix
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Abstract: A steganalysis algorithm for RGB images based on color gradient matrix was proposed in this 
paper. The algorithm was constructed with color gradient matrix of the RGB image, and 16-dimensional 
statistical features, including gradient asymmetry, gradient energy, gradient mean, gradient variance, 
gradient entropy and so on. Support Vector Machine (SVM) took the 16-dimensional statistical features 
to detect hidden message in RGB images. The experimental results indicate that the proposed algorithm 
realizes the reliable steganalysis of JSteg, F5, OutGuess, Steghide and MB1, which is suitable for 
universal steganalysis for RGB images. 

Keywords: steganalysis   RGB image   color gradient matrix   color correlation   Support Vector 
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