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ABSTRACT

The complexity of multi-domain access control policy integration makes it difficult to understand and manage
the policy conflict information. The policy information visualization technology can express the logical relation
of the complex information intuitively which can effectively improve the management ability of the multi-
domain policy integration. Based on the role-based access control model, this paper proposed two policy
analyzing methods on the separated domain statistical information of multi-domain policy integration
conflicts and the policy element levels of inter-domain and element mapping of cross-domain respectively. In
addition, the corresponding visualization tool is developed. We use the tree-maps algorithm to statistically
analyze quantity and type of the policy integration conflicts. On that basis, the semantic substrates
algorithm is applied to concretely analyze the policy element levels of inter-domain and role and permission
mapping of cross-domain. Experimental result shows tree-maps and semantic substrates can effectively
analyze the conflicts of multi-domain policy integration and have a good application value.
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