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Blind steganalysis algorithm based on MCM in block-DCT domain

FENG Fan"2 WANG Jia-zhen® MA Yil XU Bo®
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2.Bethune Military Medica College, Shijiazhuang 050081, China

Abstract

Aiming at steganography of the block-DCT domain, anew blind steganalysis algorithm based on Markov Chain Model

(MCM) isproposed.This algorithm analizes and researches the distribution characteristic and the statistical features of
the DCT coefficients, theHiding Markov Tree (HMT) model isapplied to generate the estimated cover images, and a
two-order Markov empirical transition matrix model is built to capture both inter-block and intra-block dependencies
between the block-DCT coefficients.And then, the diagonal elements are extracted from its empirical transition matrix as
eigenvectors of theimages, and the angle of the eigenvectorsis constructed for detection the present or not of secrete
messages in the digital images without knowledge of the original cover images.At theend, it takes an exampletoillustrate
both the reliability and genera performances of the algorithm is superior to the general detection algorithm.
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