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Security analysis and improvement of new certificateless proxy signature
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Abstract

This paper analyzes the security of anew certificateless proxy signature proposed by Fan Rui recently.The security of
Fan Rui’ s scheme relies on the CDH problem.|t shows that Fan’s proxy signature reveals the private key of original signer
and isinsecure against a key replacement attack and malicious-but-passive KGC attack.lt also gives a modified scheme.The
improvement is secure against the key replacement attack and the malicious-but-passive KGC attack.This paper
elaborately eliminates the defect of the original scheme and improves the efficiency of the protocol.
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