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摘要： 

       针对跨应用系统交互过程中存在的安全认证问题，提出了一种基于安全断言标记语言（SAML）和授权管理基

础设施（PMI）的授权管理模型。该模型运用逻辑分离和应用结合的方法实现用户权限管理和授权访问。在PMI的
基础上运用SAML断言、SAML协议和SAML绑定技术实现身份验证、属性获取和授权决策，通过属性权威机构

（AA）和目录服务器（LDAP）实现对证书的管理。实验结果表明，该模型能有效实现对多角色用户的跨应用系统

安全访问控制。 
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Abstract: 

      During message exchange in across application there is risk of security certificate. An authorization 
management model based on Security Assertion Markup Language (SAML) and Privilege Management 
Infrastructure (PMI) is presented in this paper. The model implements authority management and grants 
access through combination of logic separation and application. It uses SAML assertion, SAML protocol 
and SAML binding technologies to conduct identification, attribute acquisition and grant decision based on 
PMI. This model attains the ability of certificate management by the Attribute Authority (AA) and the 
Light weight Directory Access Protocol (LDAP). Experiment results demonstrate that the model is 
competent for across application security access control of multi role users. 
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