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Trusted computing platform login authentication scheme based on CPK
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Abstract

Identity authentication for user login is very important to the operation system, and isthe basisfor building the trus-ted
computing environment.The related technology of authentication is discussed.The theory of CPK (Combination of Public
Key) isintroduced.In addition, according to the standards of the Trusted Computing Group (TCG) , using CPK and
dynamic authentication code technology, atrusted computing platform login authentication scheme based on CPK is
proposed.The scheme is double ingredient, separates authentication and warrant strictly. This paper not only shows a
heuristic analysis about the characteristic and security of the scheme, but also, in strand space model, provesthe
security of the scheme, which indicates the scheme is more secure than the corresponding scheme presented in TCG
standard.
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