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Encryption over index fieldsbased B™ tree
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Abstract:In order to solve the problem of encrypting the index fields, a new way, i.e., encryption over the index fields based B*
tree, was proposed. The encrypted mechanism inside DBM S was adopted, the index fields were encrypted by the encryption
component during the process of mapping page or segment to block. The new method could preserve its order after the index fields
was encrypted, and the function of fast querying was not lost. Furthermore, in order to ensure the security, the index itself was
encrypted according to each node. In the experiments, the B* tree was constructed by simulating the Postgresgl. Querying
performance over the encrypted index fields was studied, and the querying performance over each encrypted node was tested by
varying the numbers of the pages and B+ tree depths. The results show that the query velocity over the encrypted index fields can be
accepted although it decreases by about 20% compared with the plaintext, and encryption over each node can efficiently reduce the




decryption cost so as to avoid the influence of querying on the encrypted index fields.
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