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Abstract: A new fundamental and secure group key management approach with a group controller GC using the theory of
polynomial functions over a vector space over finite field is devel oped, where each member in the group corresponds to a vector
in the vector space and the GC computes a central vector, whose inner product with every member's ID vector are identical. The
central vector is published and each member can compute a common group key viainner product. The security relies on the fact
that any illegitimate user cannot calculate this value without the legitimate vector, therefore cannot derive the group key. This
approach is secure and its backward and forward secrecy can be guaranteed. The performance of our approach is anayzed to
demonstrate its advantages in comparison with others, which include: 1) it requires both small memory and little computations for
each group member; 2)it can handle massive membership change efficiently with only two re-keying messages, i.e., the central
vector and a random number; 3) it is very efficient and very scalable for large size groups. Our experiments confirm these
advantages and the implementation of our prototype presents very satisfactory performance for large size groups.
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