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Cryptanalysis of Keel oq code-hopping using a Single FPGA

|dan Sheetrit and Avishai Wool

Abstract: The Keel.oq cipher is used in many wireless car door systems and garage openers. Recently the algorithm was studied
and severa attacks have been published. When arandom seed is not used the attack on the system isfairly straight-forward.
However when a seed is shared between the remote control and the receiver previous research suggested using highly parallel
crypto hardware (like COPACOBANA) for breaking the cipher within reasonable time.

In this paper we show that highly-parallel hardware is not necessary: our attack uses a single FPGA for breaking KeeLog when
using a 48-hit random seed in 17 hours using a mid-range Virtex-4, and less than 3 hours using a high-end Virtex-6 chip. We
achieve these results using a combination of algorithmic improvements, FPGA design methodology, and Xilinx-specific features.
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