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Two Simple Code-Verification Voting Protocols

Helger Lipmaa

Abstract: Norwegian nationwide Internet voting will make use of a setting that we will call the code-verification voting. The
concrete protocol that will be used in Norway was proposed by Scytl and improved by Gj{\o} steen. As we show, Gj{\o} steen's
protocol has severa undesirable properties. In particular, one of the online servers shares the secret key with the offline tallier.
Even without considering that, the coalition of two online voting servers can breach voter privacy. We propose two new code-
verification voting protocols. The first protocol separates the secret keys, and is as efficient as Gj{\o} steen's protocol. The second
protocol provides voter privacy against the coalition of online voting servers but is somewhat |ess efficient. While the new

protocols are more secure than the protocol that is going to be used in the Norwegian nationwide Internet voting, they are based
on the same setting, so as to minimize the required infrastructural changes.
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