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A coprocessor for secure and high speed modular arithmetic

Nicolas Guillermin

Abstract: We present a coprocessor design for fast arithmetic over large numbers of cryptographic sizes. Our design provides a
efficient way to prevent side channel analysis as well as fault analysis targeting modular arithmetic with large prime or composite
numbers. These two countermeasure are then suitable both for Elliptic Curve Cryptography over prime fields or RSA using CRT
or not. To do so, we use the residue number system (RNS) in an efficient manner to protect from leakage and fault, while keeping
its ability to fast execute modular arithmetic with large numbers. We illustrate our countermeasure with a fully protected RSA-

CRT implementation using our architecture, and show that it is possible to execute a secure 1024 bit RSA-CRT in less than 0:7
mson a FPGA.
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