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Abstract: While CCA secure encryption schemes that provide ciphertext indistinguishability offer strongest form of message
secrecy, the integrity of the ciphertext is often overlooked. In most of the practical applicationsit is required that the ciphertext
should be verifiable with respect to the decrypted message in order to check whether the ciphertext components are intact after
traveling through insecure channels. In this work, we first point out that all the existing schemes with compact ciphertext provide
ciphertext indistinguishability but do not provide ciphertext verification during the decryption process. Thus, while the adversary
does not gain any knowledge about the message, he is capable of altering the ciphertext into another ciphertext which will decrypt
to an arbitrary message. Next, we propose three schemes where our first scheme provides compact ciphertext for messages of
size greater than $\lambda$ (where $\lambda$ is a parameter such that any computation involving $2"\lambda$ or more stepsis
considered infeasible in practice), the second scheme is for messages of any size $(m\geg 1)$ and the third one is a stateful
encryption scheme. All these three schemes provide ciphertext verifiability with the same ciphertext overhead of the existing
schemes that do not offer ciphertext verifiability. We prove the security of our schemes in the random oracle model.
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