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Multidimensional M eet-in-the-Middle Attack and Its Applicationsto GOST, KTANTAN and Hummingbird-2

Bo Zhu and Guang Gong

Abstract: This paper investigates a new approach to analyze symmetric ciphers by dividing the algorithms to consecutive sub-
ciphers and then evaluating them separately. This attack is suitable for ciphers with simple key schedules and having block sizes
smaller than key lengths. We have successfully applied this multidimensional approach to the block ciphers, GOST and
KTANTAN32/48/64, and found attacks with time complexities less than all existing results. An attack on full Hummingbird-2
faster than exhaustive search but requiring large memory is also constructed by using this method. Most importantly, a security
requirement for lightweight block cipher designs is proposed, which shows, for example, GOST is as secure as claimed only when
its number of roundsis larger than or equal to 40.
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