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Abstract: TEA, XTEA and HIGHT are lightweight block ciphers with 64-bit block sizes and 128-bit keys. The round functions 
of the three ciphers are based on the simple operations XOR, modular addition and shift/rotation. TEA and XTEA are Feistel 
ciphers with 64 rounds designed by Needham and Wheeler, where XTEA is a successor of TEA, which was proposed by the 
same authors as an enhanced version of TEA. Whilst HIGHT, which is designed by Hong et al., is a generalized Feistel cipher 
with 32 rounds and eight 8-bit words in each round. On the one hand, all these ciphers are simple and easy to implement; on the 
other hand, the diffusion is slow, which allow us to find some impossible properties.  

This paper proposes a method to identify the impossible differentials for TEA and XTEA by using the diffusion property of these 
block ciphers, where the impossible differential comes from one bit contradiction. By means of the method, 14-round impossible 
differential of XTEA and 13-round impossible differential of TEA are derived, which results in improved impossible differential 
attacks on 23-round XTEA and 17-round TEA, respectively. These attacks significantly improve the previous 11-round 
impossible differential attack on TEA and 14-round impossible differential attack on XTEA given by Moon et al. from FSE 2002. 
For HIGHT, we improve the 26-round impossible differential attack proposed by \"{O}zen et al.; an impossible differential attack 
on 27-round HIGHT that is slightly faster that the exhaustive search is also given. The attacks on TEA, XTEA and HIGHT are 
also the best attacks in terms of time complexity.  

Category / Keywords: secret-key cryptography /  

Date: received 16 Nov 2011, last revised 31 Dec 2011 

Contact author: jiazhechen at gmail com 

Available formats: PDF | BibTeX Citation  

Note: results updated  

Version: 20111231:154004 (All versions of this report)  

Discussion forum: Show discussion | Start new discussion 

[ Cryptology ePrint archive ] 


