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Exclusive Key-Based Group Rekeying
Jing Liu, Changji Wang

Abstract: Group rekeying protocols are intended to support private group communications for large and dynamic groups. Given
agroup of users, an exclusive key for auser i isakey shared by all usersin this group except i, and thus can be used to exclude
from this group. In this paper, we present three personal key assignment algorithms based on thisidea. The first algorithm is based
on the so-called independent exclusive keys, and thus has a great storage requirement. The other two are based on functional-
dependent exclusive keys which are derived using dua hash chains and a binary hash tree, respectively, and thus greatly reduce
the storage requirement. Basing on each of these personal key assignment algorithms, we propose a stateful group rekeying
protocol and a stateless group rekeying protocol. We prove that all six protocols are secure against single-user attacks (i.e., 1-
resilient) in a symbolic security model. We aso give a performance comparison between our stateful protocols and existing 1-
resilient stateful group rekeying protocols, and a comparison between our stateless protocols and existing 1-resilient stateless
group rekeying protocols. To the best of our knowledge, the proposed Protocol 111 isthe most efficient 1-resilient stateful group
rekeying protocol to date.
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