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Abstract: Provable Data Possession (\PDP) allows data owner to periodically and remotely audit their data stored in a cloud 
storage, without retrieving the file and without keeping a local copy. Ateniese~\emph{et al.} (CCS 07) proposed the first {\PDP} 
scheme, which is very efficient in communication and storage. However their scheme requires a lot of group exponentiation 
operations: In the setup, one group exponentiation is required to generate a tag per each data block. In each verification, 
(equivalently) $(m + \ell)$ group exponentiations are required to generate a proof, where $m$ is the size of a data block and 
$\ell$ is the number of blocks accessed during a verification. This paper proposed an efficient {\PDP} scheme. Compared to 
Ateniese~\emph{et al.} (CCS 07), the proposed scheme has the same complexities in communication and storage, but is more 
efficient in computation: In the setup, no group exponentiations are required. In each verification, only (equivalently) $m$ group 
exponentiations are required to generate a proof. The security of the proposed scheme is proved under Knowledge of Exponent 
Assumption and Factoriztion Assumption.  
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Note: 1. This is the full version of the PDP scheme described in the Appendix of Cryptology ePrint Archive, Report 2011/362. 2. 
The proposed scheme improves "Ateniese et al. CCS 07: Provable Data Possession at Untrusted Stores" in computation 
complexity, without sacrificing in communication or storage.  
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