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Abstract: Physicaly Unclonable Functions (PUFs) are security primitives that exploit intrinsic random physical variations of
hardware components. In the recent years, many security solutions based on PUFs have been proposed, including
identification/authentication schemes, key storage and hardware-entangled cryptography. Existing PUF instantiations typically
exhibit a static challenge/response behavior, while many practical applications would benefit from reconfigurable PUFs. Examples
include the revocation or update of “secrets’ in PUF-based key storage or cryptographic primitives based on PUFs.

In this paper, we present the concept of Logically Reconfigurable PUFs (L R-PUFs) that allow changing the challenge/response
behavior without physically replacing or modifying the underlying PUF. We present two efficient LR-PUF constructions and
evaluate their performance and security. In this context, we introduce a formal security model for LR-PUFs. Finaly, we discuss

several practical applications of LR-PUFs focusing on lightweight solutions for resource-constrained embedded devices, in
particular RFIDs.
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