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Pseudorandom K napsacks and the Sample Complexity of LWE Sear ch-to-Decision Reductions
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Abstract: We study under what conditions the conjectured one-wayness of the knapsack function (with polynomially bounded
inputs) over an arbitrary finite abelian group implies that the output of the function is pseudorandom, i.e., computationally
indistinguishable from a uniformly chosen group element. Previous work of Impagliazzo and Naor (J. Cryptology 9(4):199-216,
1996) considers only specific families of finite abelian groups and uniformly chosen random \emph{ binary} inputs. Our work
substantially extends previous results and provides a much more general reduction that applies to arbitrary finite abelian groups
and input distributions with polynomially bounded coefficients. As an application of the new result, we give \emph{ sample
preserving} search-to-decision reductions for the Learning With Errors (LWE) problem, introduced by Regev (J. ACM 56(6):34,
2009) and widely used in lattice-based cryptography.
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