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Abstract: We present the hash-based signature scheme \xmss. It is the first provably (forward) secure and practical signature
scheme with minimal security requirements. a pseudorandom and a second preimage resistant (hash) function family. Its signature

sizeisreduced to less than 25\% compared to the best provably secure hash based signature scheme.

Category / Keywords:. public-key cryptography / digital signature, practical, minimal security assumptions, hash-based
signatures, forward security, provable security

Publication Info: An extended abstract appears in Proceedings of PQCrypto 2011
Date: received 8 Sep 2011, last revised 25 Nov 2011
Contact author: huelsing at cdc informatik tu-darmstadt de

Available formats: PDF | BibTeX Citation

Note: Second Version including detailed versions of all proofs

Version: 20111126:042212 (All versions of this report)

Discussion forum: Show discussion | Start new discussion

[ Cryptology ePrint archive ]




