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Computationally Sound Symbolic Security Reduction Analysis of Group Key Exchange Protocol using Bilinear
Pairings

Zijian Zhang and Liehuang Zhu and Lgjian Liao

Abstract: Canetti and Herzog have proposed a universally composable symbolic analysis (UCSA) of mutual authentication and
key exchange protocols within universally composable security framework. It is fully automated and computationally sound
symbolic analysis. Furthermore, Canetti and Gajek have analyzed Diffie-Hellman based key exchange protocols as an extension
of their work. It deals with forward secrecy in case of fully adaptive party corruptions. However, their work only addresses two-
party protocols that use public key encryptions, digital signatures and Diffie-Hellman exchange. We make the following
contributions. First, we extend UCSA approach to analyze group key exchange protocols that use bilinear pairings exchange and
digital signaturesto resist insider attack under fully adaptive party corruptions with respect to forward secrecy. Specificaly, we
propose an formal algebra, and property of bilinear pairings in the execution of group key exchange protocol among arbitrary
number of participants. This provides computationally sound and fully automated analysis. Second, we reduce the security of
multiple group key exchange sessions among arbitrary number of participants to the security of a single group key exchange
session among three participants. This improves the efficiency of security analysis.
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